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Unsafe Harbor 

ÁThis room is an unsafe harbor 

ÁYou can rely on the information in this presentation to help you protect your 
data, your databases, your organization, and your career 

ÁNo one from Oracle has previewed this presentation 

ÁNo one from Oracle knows  

what I'm going to say 

ÁNo one from Oracle has  

supplied any of my materials 

ÁEverything we will discuss is  

existing, proven, functionality 



Introduction 
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Daniel Morgan 

ÁOracle ACE Director Alumni 

ÁOracle Educator 

Á Curriculum author and primary program instructor at University of Washington 

Á Consultant: Harvard University 

Á University Guest Lecturers 

ÁAPAC: University of Canterbury (NZ) 

ÁEMEA: University of Oslo (Norway) 

ÁLatin America: Universidad Cenfotec, Universidad Latina de Panama, Technologico de Costa Rica 

Á IT Professional 
Á First computer: IBM 360/40 in 1969: Fortran IV 

Á Oracle Database since 1988-9 and Oracle Beta tester 

Á The Morgan behind www.morganslibrary.org 

Á Member Oracle Data Integration Solutions Partner Advisory Council 

Á Vice President Twin Cities Oracle Users Group (Minneapolis-St. Paul) 

Á Co-Founder International GoldenGate Oracle Users Group 

ÁPrincipal Adviser: Sirius Meta7 
System/370-145 system console 
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My Websites: Morgan's Library 

www.morganslibrary.org 
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Meta7 In Forbes Magazine 
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Meta7 In Oracle Magazine 
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Meta7 is a Division of Sirius 

ÁSirius acquired Forsythe Nov 1, 2017 

ÁCombined we are a $3.5B 
consultancy and VAR 

ÁWorld's largest IBM integrator 

ÁSecond largest security integrator in 
North America 

ÁOur focus areas 

Á Silicon up through Data Integration 

Á Stability 

Á Security 

Á Scalability 

7th straight year CRN Top 50 Providers 
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Travel Log: 2010 - Chile 



Introduction to Security 
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Why Am I Focusing On Oracle Database Security? 

ÁBecause OEM's, like Oracle, talk about their products about not security 

ÁBecause most organizations spend/waste their money on perimeter defense 

ÁBecause no one teaches operational security to 

Á Application Admins 

Á Network Admins 

Á Storage Admins 

Á System Admins 

Á DBAs 

Á Developers 

Á IT Management 

ÁBecause most of what is implemented  
can be by-passed within minutes 

Á ... which is obvious given the number  
of systems broken into every day 

ÁAnd in case you haven't noticed ... we, as a country, are under attack! 
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Security Training 

ÁShow of hands please 

1. Has your current employer provided you with a Oracle Databases security training? 

2. Has your current employer paid for you to take formal security training? 

3. Does your current employer have a document that states security criteria that must be 
followed for your organization's Oracle databases? 

4. If so: Is it followed? 

5. And has anyone ever lost their job for violating it? 

6. Has any employer in your entire career provided you with training or a formally published 
security document specific to Oracle databases? 

7. Is the total extent of your personal on-the-job security training someone telling you not to 
open emails from Nigerian royalty offering you millions of dollars? 

8. Have you ever heard of any training where an employer could send you to receive 
training on how to secure an Oracle Database? 

No, No, No, No, No, No, Yes, No  
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The 99:01 Rule 

ÁForget the 80:20 rule 

Á99% of the efforts of the organizations we work for focus on passing audits 

Á99% of the money spent on security focuses on 

Á Compliance with government and industry regulations 

Á Meeting contractually agreed-to terms 

Á Auditing which is NOT security and is essentially irrelevant to security 

 

 

 

 

ÁEveryone in this room can name dozens of organizations broken into recently 

 

 

 

ÁEvery one of them ... EVERY ONE ... passed their audits 

Experian  Equifax  

Sony 

Office of Personnel Management  Uber  Yahoo 

Deep Root Analytics  Verizon  Intercontinental Hotels  SWIFT 
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From A Security Standpoint This Is All Irrelevant Distraction 

AMERICAS  

Å SarbOx 

Å HIPAA 

Å PCI 

Å FDA CFR 21 Part 11 

Å OMB Circular A-123 

Å SEC and DoD Records Retention 

Å DFARS 

Å USA  Patriot Act 

Å Gramm-Leach-Bliley Act 

Å Federal Sentencing Guidelines  

Å Foreign Corrupt Practices Act 

Å Market Instruments 52 (Canada)  

EMEA 

Å EU Privacy Directives 

Å UK Companies Law 

APAC 

Å J-SOX (Japan) 

Å CLERP 9: Audit Reform and Corporate Disclosure Act (Australia) 

Å Stock Exchange of Thailand Code on Corporate Governance 

GLOBAL 

Å International Accounting Standards 

Å Basel II (Global Banking) 

Å OECD Guidelines on Corporate Governance 
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Misdirected By The Web 

ÁWhat does the IC3 have to do with securing data? 

ÁNothing! 

ÁAll of this is focused on how cyber- 
criminals get login credentials 

ÁNot one byte relates to how, once 
credentials are stolen, the data can 
be protected 
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Misdirected By Our Vendors 

ÁA great tool for selling Data Masking, Data Redaction, and Advanced Security 
Option licenses 

ÁNot so great at doing what its title says it does 



The Real Risks 



18 

How Database Breaches Really Occur 

Á48% involve privilege misuse 

Á40% result from hacking 
 
 
 
 
 

 
Á38% utilized malware 

Á28% employed social engineering 

Á15% physical attacks 

Percentages do not add up to 100% because many breaches employed multiple tactics in parallel or were outliers 

Types of hacking by percent of breaches within hacking and percent of records 

Valid login credentials                                                                                                                                 38% / 86% 

Exploited backdoor or command/control channel                                                                                  29% / 5% 

SQL Injection                                                                                                                                               25% / 89% 
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Internal vs. External Threats 

ÁMost organizations focus on the least likely threats and ignore what has been 
historically proven to be the greatest threat 

ÁThe following is quoted from "Reference for Business" on the subject of 
computer crimes 

 
 
 
 

ÁWhen organizations focus on their firewall they are focusing on what is often 
the most expensive, yet least effective, protection against data theft 

ÁPart of our job is to provide solutions that address vulnerabilities and minimize 
our organization's risk exposure 

ÁThe other part is to be educators ... to educate our internal and external 
customers the nature of real-world threats 

ÁThe education needs to come from us ... not from someone in sales 

As criminologist and computer-insurance executive Ron Hale indicated to Tim McCollum of Nation's Business, one of 

the most unsettling facts about computer crime is that the greatest threat to information security for small businesses 

is their employees. As McCollum noted, "a company's employees typically have access to its personal computers and 

computer networks, and often they know precisely what business information is valuable and where to find it." The 
reasons for these betrayals are many, ranging from workplace dissatisfaction to financial or family difficulties.  

http://www.referenceforbusiness.com/knowledge/Criminology.html


20 
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Oracle Management & Security Cloud (4:2) 
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Oracle Management & Security Cloud (4:2) 
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Oracle Management & Security Cloud (5:2) 
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It Must Be "Our Computers" vs "Their Computers" 

Anyone want to play chess with Deep Blue? 

 

Anyone want to take a shot at AlphaGo? 
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The Threat Map 

The threat is not a bunch of 20 year old script kiddies 
 

If the threat is an organized crime family you will find your 
data being sold on the dark web 
 

If the threat is a nation-state you will find your data being 
used to attack your country, your community, your family 
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This Is How You Need To See Your Future 
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We Need To Arm Ourselves With Skills 
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ÁMost databases break-ins are never detected and never reported 

ÁWhat you hear about is the part of the iceberg above the water 

ÁDatabase related risks fall into three broad categories 

Á Data Theft 

Á Data Alteration 

Á Transforming the database into an attack tool 

ÁTo accomplish the above activities requires gaining  
access and doing so generally falls into one of the  
following categories 

Á Utilizing granted privileges and privilege escalation 

Á Access to Oracle built-in packages 

Á SQL Injection attacks 

 

Database Risks 
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A Dose Of DBA Reality (1:6) 

Á It takes precisely this much PL/SQL to compromise an internal network 

SQL> select utl_inaddr.get_host_address ('www.umn.edu') from dual;  

 

UTL_INADDR.GET_HOST_ADDRESS('WWW.UMN.EDU') 

-------------------------------------------  

134.84.119.107  

 

SQL> select utl_inaddr.get_host_name ('134.84.119.025') from dual;  

 

UTL_INADDR.GET_HOST_NAME('134.84.119.025')  

-------------------------------------------  

g- smtp - w.tc.umn.edu  

DECLARE 

 h_name  VARCHAR2(60);  

 test_ip  VARCHAR2(12) := '134.84.119.';  

 suffixn  NUMBER(3) := 0;  

 suffixv  VARCHAR2(4);  

BEGIN 

  FOR i  IN 1 .. 255 LOOP  

    suffixn  := suffixn  + 1;  

    IF suffixn  < 10 THEN suffixv  := '00' || TO_CHAR( suffixn );  

    ELSIF suffixn  BETWEEN 10 and 99 THEN suffixv  := '0' || TO_CHAR( suffixn );  

    ELSE suffixv  := TO_CHAR( suffixn ); END IF;  

    BEGIN 

      SELECT utl_inaddr.get_host_name ( test_ip  || suffixv )  

      INTO h_name 

      FROM dual;  

      dbms_output.put_line( test_ip  || suffixv  || ' -  ' || h_name);  

    EXCEPTION WHEN OTHERS THEN NULL; 

    END; 

  END LOOP; 

END; 

/  



30 

A Dose Of DBA Reality (2:6) 

ÁThe listing output 
134.84.119.001 -  x- 134 - 84- 119 - 1.tc.umn.edu  

134.84.119.002 -  x- 134 - 84- 119 - 2.tc.umn.edu  

134.84.119.003 -  x- 134 - 84- 119 - 3.tc.umn.edu  

134.84.119.004 -  x- 134 - 84- 119 - 4.tc.umn.edu  

134.84.119.005 -  lsv - dd.tc.umn.edu  

134.84.119.006 -  mta - w2.tc.umn.edu  

134.84.119.007 -  isrv - w.tc.umn.edu  

134.84.119.010 -  mta - a2.tc.umn.edu  

134.84.119.011 -  x- 134 - 84- 119 - 9.tc.umn.edu  

134.84.119.012 -  x- 134 - 84- 119 - 10.tc.umn.edu  

134.84.119.013 -  x- 134 - 84- 119 - 11.tc.umn.edu  

134.84.119.014 -  x- 134 - 84- 119 - 12.tc.umn.edu  

134.84.119.015 -  x- 134 - 84- 119 - 13.tc.umn.edu  

134.84.119.016 -  x- 134 - 84- 119 - 14.tc.umn.edu  

134.84.119.017 -  diamond.tc.umn.edu  

134.84.119.020 -  x- 134 - 84- 119 - 16.tc.umn.edu  

134.84.119.021 -  oamethyst.tc.umn.edu  

134.84.119.022 -  x- 134 - 84- 119 - 18.tc.umn.edu  

134.84.119.023 -  x- 134 - 84- 119 - 19.tc.umn.edu  

134.84.119.024 -  vs - w.tc.umn.edu  

134.84.119.025 -  g- smtp - w.tc.umn.edu  

134.84.119.026 -  mta - w1.tc.umn.edu  

134.84.119.027 -  x- 134 - 84- 119 - 23.tc.umn.edu  

134.84.119.030 -  x- 134 - 84- 119 - 24.tc.umn.edu  

134.84.119.031 -  x- 134 - 84- 119 - 25.tc.umn.edu  

134.84.119.032 -  x- 134 - 84- 119 - 26.tc.umn.edu  

134.84.119.033 -  x- 134 - 84- 119 - 27.tc.umn.edu  

134.84.119.034 -  x- 134 - 84- 119 - 28.tc.umn.edu  

134.84.119.035 -  mon- w.tc.umn.edu  

134.84.119.036 -  ldapauth - w.tc.umn.edu  

134.84.119.037 -  ldap - w.tc.umn.edu  

134.84.119.040 -  mta - w3.tc.umn.edu  

134.84.119.041 -  x- 134 - 84- 119 - 33.tc.umn.edu  

134.84.119.042 -  x- 134 - 84- 119 - 34.tc.umn.edu  

134.84.119.043 -  smtp - w2.tc.umn.edu  

134.84.119.044 -  relay - w2.tc.umn.edu  

134.84.119.045 -  x- 134 - 84- 119 - 37.tc.umn.edu  

134.84.119.046 -  x- 134 - 84- 119 - 38.tc.umn.edu  

134.84.119.047 -  x- 134 - 84- 119 - 39.tc.umn.edu  

134.84.119.050 -  x- 134 - 84- 119 - 40.tc.umn.edu  

134.84.119.051 -  x- 134 - 84- 119 - 41.tc.umn.edu  

134.84.119.052 -  x- 134 - 84- 119 - 42.tc.umn.edu  

134.84.119.053 -  x- 134 - 84- 119 - 43.tc.umn.edu  

134.84.119.054 -  x- 134 - 84- 119 - 44.tc.umn.edu  

134.84.119.055 -  lsv - w.tc.umn.edu  

134.84.119.056 -  x- 134 - 84- 119 - 46.tc.umn.edu  

134.84.119.057 -  lists.umn.edu  

134.84.119.060 -  x- 134 - 84- 119 - 48.tc.umn.edu  

134.84.119.061 -  plaza.tc.umn.edu  

134.84.119.062 -  x- 134 - 84- 119 - 50.tc.umn.edu  

134.84.119.063 -  x- 134 - 84- 119 - 51.tc.umn.edu  

134.84.119.064 -  x- 134 - 84- 119 - 52.tc.umn.edu  

134.84.119.065 -  x- 134 - 84- 119 - 53.tc.umn.edu  

134.84.119.066 -  x- 134 - 84- 119 - 54.tc.umn.edu  

134.84.119.067 -  x- 134 - 84- 119 - 55.tc.umn.edu  

134.84.119.070 -  x- 134 - 84- 119 - 56.tc.umn.edu  

134.84.119.071 -  x- 134 - 84- 119 - 57.tc.umn.edu  

134.84.119.072 -  x- 134 - 84- 119 - 58.tc.umn.edu  

134.84.119.073 -  x- 134 - 84- 119 - 59.tc.umn.edu  

134.84.119.074 -  isrv - d2.tc.umn.edu  

134.84.119.075 -  ldapauth - d2.tc.umn.edu.tc.umn.edu  

134.84.119.076 -  ldap - d2.tc.umn.edu.tc.umn.edu  

134.84.119.077 -  x- 134 - 84- 119 - 63.tc.umn.edu  

134.84.119.100 -  x- 134 - 84- 119 - 100.tc.umn.edu  

134.84.119.101 -  aquamarine.tc.umn.edu  

134.84.119.102 -  x- 134 - 84- 119 - 102.tc.umn.edu  

134.84.119.103 -  x- 134 - 84- 119 - 103.tc.umn.edu  

134.84.119.104 -  mon- m.tc.umn.edu  

134.84.119.105 -  mta - m2.tc.umn.edu  

134.84.119.106 -  x- 134 - 84- 119 - 106.tc.umn.edu  

134.84.119.107 -  isrv - m.tc.umn.edu  

134.84.119.108 -  mta - m4.tc.umn.edu  

134.84.119.109 -  x- 134 - 84- 119 - 109.tc.umn.edu  

134.84.119.110 -  x- 134 - 84- 119 - 110.tc.umn.edu  

134.84.119.111 -  x- 134 - 84- 119 - 111.tc.umn.edu  

134.84.119.112 -  x- 134 - 84- 119 - 112.tc.umn.edu  

134.84.119.113 -  x- 134 - 84- 119 - 113.tc.umn.edu  

134.84.119.114 -  oaqua.tc.umn.edu  

134.84.119.115 -  x- 134 - 84- 119 - 115.tc.umn.edu  

134.84.119.116 -  x- 134 - 84- 119 - 116.tc.umn.edu  

134.84.119.117 -  x- 134 - 84- 119 - 117.tc.umn.edu  

134.84.119.118 -  x- 134 - 84- 119 - 118.tc.umn.edu  

134.84.119.119 -  x- 134 - 84- 119 - 119.tc.umn.edu  

134.84.119.120 -  vs - m.tc.umn.edu  

134.84.119.121 -  g- smtp - m.tc.umn.edu  

134.84.119.122 -  mta - m1.tc.umn.edu  

134.84.119.123 -  x- 134 - 84- 119 - 123.tc.umn.edu  

134.84.119.124 -  x- 134 - 84- 119 - 124.tc.umn.edu  

134.84.119.125 -  x- 134 - 84- 119 - 125.tc.umn.edu  

134.84.119.126 -  g- smtp - m4.tc.umn.edu  

134.84.119.127 -  x- 134 - 84- 119 - 127.tc.umn.edu  

134.84.119.128 -  x- 134 - 84- 119 - 128.tc.umn.edu  

134.84.119.129 -  x- 134 - 84- 119 - 129.tc.umn.edu  

134.84.119.130 -  ldapauth - m.tc.umn.edu  

134.84.119.131 -  ldap - m.tc.umn.edu  

134.84.119.132 -  mta - m3.tc.umn.edu  

134.84.119.133 -  x- 134 - 84- 119 - 133.tc.umn.edu  

134.84.119.134 -  x- 134 - 84- 119 - 134.tc.umn.edu  

134.84.119.135 -  smtp - m2.tc.umn.edu  

134.84.119.136 -  relay - m2.tc.umn.edu  

134.84.119.137 -  x- 134 - 84- 119 - 137.tc.umn.edu  
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A Dose Of DBA Reality (3:6) 

Á It takes precisely this much PL/SQL to compromise an internal network 

SQL> select utl_inaddr.get_host_address ('www.utah.edu') from dual;  

 

UTL_INADDR.GET_HOST_ADDRESS('WWW.UTAH.EDU')  

-------------------------------------------  

155.97.137.55  

 

SQL> select utl_inaddr.get_host_name ('155.97.137.55') from dual;  

 

UTL_INADDR.GET_HOST_NAME('155.97.137.55')  

-------------------------------------------  

test.www.utah.edu  

DECLARE 

 h_name  VARCHAR2(60);  

 test_ip  VARCHAR2(12) := '155.97.137.';  

 suffixn  NUMBER(3) := 0;  

 suffixv  VARCHAR2(4);  

BEGIN 

  FOR i  IN 1 .. 255 LOOP  

    suffixn  := suffixn  + 1;  

    IF suffixn  < 10 THEN suffixv  := '00' || TO_CHAR( suffixn );  

    ELSIF suffixn  BETWEEN 10 and 99 THEN suffixv  := '0' || TO_CHAR( suffixn );  

    ELSE suffixv  := TO_CHAR( suffixn ); END IF;  

    BEGIN 

      SELECT utl_inaddr.get_host_name ( test_ip  || suffixv )  

      INTO h_name 

      FROM dual;  

      dbms_output.put_line( test_ip  || suffixv  || ' -  ' || h_name);  

    EXCEPTION WHEN OTHERS THEN NULL; 

    END; 

  END LOOP; 

END; 

/  
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A Dose Of DBA Reality (4:6) 

ÁFrom room 0170 using personal wifi 
155.97.136.006 -  avaya - cms.vs.utah.edu  

155.97.136.110 -  dbw1.it.utah.edu  

155.97.136.111 -  sql - om.it.utah.edu  

155.97.136.112 -  sql - cm.it.utah.edu  

155.97.136.113 -  sql - bes.it.utah.edu  

155.97.136.117 -  dbw23.it.utah.edu  

155.97.136.140 -  d- ad.addev.utah.edu  

155.97.136.141 -  d- hsc.hscdev.addev.utah.edu  

155.97.136.147 -  d- mim.addev.utah.edu  

155.97.136.148 -  d- adfs.addev.utah.edu  

155.97.136.149 -  fim.addev.utah.edu  

155.97.136.150 -  d- ars.addev.utah.edu  

155.97.136.153 -  d- adlds.addev.utah.edu  

155.97.136.157 -  d- candes.addev.utah.edu  

155.97.136.200 -  b3.ddi.utah.edu  

 

155.97.137.007 -  slb1 - campus- ddc - i11.net.utah.edu  

155.97.137.010 -  slb2 - campus- ddc - j11.net.utah.edu  

155.97.137.011 -  slb - campus- ddc - vip.net.utah.edu  

155.97.137.012 -  slb3 - campus- ddc - i11.net.utah.edu  

155.97.137.021 -  astra.utah.edu  

155.97.137.022 -  dars.sys.utah.edu  

155.97.137.024 -  webct.utah.edu  

155.97.137.025 -  jira.acs.utah.edu  

155.97.137.026 -  webctold.utah.edu  

155.97.137.027 -  stage.exchange.utah.edu  

155.97.137.031 -  my.utah.edu  

155.97.137.032 -  onboard.utah.edu  

155.97.137.033 -  uguest.utah.edu  

155.97.137.034 -  mytest.utah.edu  

155.97.137.035 -  campusmasterplan.utah.edu  

155.97.137.036 -  autodiscover.coe.utah.edu  

155.97.137.040 -  appdb.it.utah.edu  

155.97.137.041 -  gsa.search.utah.edu  

155.97.137.043 -  mrte.cc.utah.edu  

155.97.137.044 -  unite.utah.edu  

155.97.137.045 -  test.sys.utah.edu  

155.97.137.046 -  smtp.o365.umail.utah.edu  

155.97.137.047 -  vip - ipo.cc.utah.edu  

155.97.137.050 -  ipohsc.utah.edu  

155.97.137.051 -  staging.egi.utah.edu  

155.97.137.052 -  smtp.utah.edu  

155.97.137.053 -  ipo - forward.cc.utah.edu  

155.97.137.054 -  webstats8.utah.edu  

155.97.137.055 -  sdc8.utah.edu  

155.97.137.060 -  eq.utah.edu  

155.97.137.061 -  blocku.acs.utah.edu  

155.97.137.062 -  csmssl1.test.utah.edu  

155.97.137.063 -  sharepoint.it.utah.edu  

155.97.137.066 -  uitapp.it.utah.edu  

155.97.137.067 -  test.www.utah.edu  

155.97.137.071 -  ezproxy.test.utah.edu  

155.97.137.072 -  internalhub.umail.utah.edu  

155.97.137.074 -  legacy.umail.utah.edu  

155.97.137.077 -  ldap.acs.utah.edu  

155.97.137.100 -  go.utah.edu  

155.97.137.102 -  testvip2.sys.utah.edu  

155.97.137.103 -  ulogin.utah.edu  

155.97.137.104 -  jira.sys.utah.edu  

155.97.137.105 -  exc - sentry.med.utah.edu  

155.97.137.106 -  people.utah.edu  

155.97.137.107 -  www.test.utah.edu  

155.97.137.109 -  idp.idm.utah.edu  

155.97.137.110 -  gis - reporting.fm.utah.edu  

155.97.137.114 -  training.identity.utah.edu  

155.97.137.118 -  templates.utah.edu  

155.97.137.150 -  umailx.umail.utah.edu  

155.97.137.223 -  ese.idm.utah.edu  

155.97.137.229 -  test.go.utah.edu  

155.97.137.232 -  jira.test.utah.edu  

155.97.137.234 -  d- pki.addev.utah.edu  

155.97.137.236 -  gatetest.acs.utah.edu  

155.97.137.237 -  gatedev.acs.utah.edu  



Shifting Our Paradigm 
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ÁTo be successful you must accept the following 

First Concept 

Break - ins will occur.  

Those who fail to study history are doomed to repeat it. 



35 

ÁTo be successful you must accept the following 

Second Concept 

Your job is to increase the difficulty of breaking in .  

If your management doesn't grasp this reality then it is your responsibility to explain it to them. 

 

Securing existing databases is more important than deploying another  insecure database. 
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ÁTo be successful you must accept the following 

 

 

 

 

 

 

 
 

ÁThere is always someone inside the firewall 

ÁThere is always someone with access 

ÁThere is a big difference between accessing 
one record ... and accessing everything 

ÁMost databases in the US are configured so that 
once someone breaks in they get everything 

Third Concept 

When someone breaks in the system must be configured to limit the damage.  

On Installation 
ÁDisable the DEFAULT profile 

ÁRevoke almost all privileges granted to PUBLIC 

ÁEnable all of the database's default security capabilities 

After Installation 
ÁApply security patches immediately 

ÁStop using cron - use DBMS_SCHEDULER 

ÁChange passwords regularly - automate the process 

ÁDo not grant the CONNECT, RESOURCE, or DBA roles ever 

ÁUse Proxy Users for every connecting user you create 

ÁImplement Database Vault 

ÁImplement Row Level Security 
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What The Leading Oracle Expert Says 
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An Oracle Corporate View of Security 

ÁVery valuable ... but insufficient 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

ÁSecurity requires that you implement what is "free" too 
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Virtual Private Database aka Row Level Security (VPD / RLS) 

ÁRequires Enterprise Edition (no extra licensing required) 

ÁProvides row-level security at the database table or view level 

ÁCan be extended to provide column-level security as well 

ÁEssentially, creates or modifies an existing WHERE clause rewriting a query in 
the optimizer so that the query cannot return restricted rows or columns 

ÁBased on the built-in DBMS_RLS package 

FUNCTION empview_sec (owner VARCHAR2, objname  VARCHAR2) RETURN VARCHAR2 IS 

 predicate VARCHAR2(2000);  

BEGIN 

  IF ( sys_context (' exp_rpt ', ' exp_role ') = 'manager') THEN  

    predicate  := ' cost_center_id  = sys_context ('' exp_rpt '', '' cc_number '')' ;  

  ELSE 

    predicate  := ' employee_id  = sys_context ('' exp_rpt '', '' emp_number '')' ;  

  END IF;  

  RETURN predicate ;  

END empview_sec ;  
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Oracle GoldenGate Data Flow 

Replicat Trail File 

Target 

Trail File Pump 

Source 

Extract 

Production Dev, Test & QA 

Firewall 
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Oracle GoldenGate Data Flow with Meta7 PPDL18 

Pump 

Source 

Firewall 

Production Dev, Test & QA 

Meta7 

PPDL18 

Replicat Trail File 

Target 

Extract 

Data is transformed 

before it is written to 

the local trail file and 

while still inside  the 

production zone 

Seed Value 

Trail File 
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Supported Environments 

Á Cassandra 

Á HP SQL/MP 

Á HP SQL/MX 

Á IBM DB2 (LUW) 

Á IBM DB2 (Z/OS) 

Á IBM DB2 for I (AS/400) 

Á IBM Informix 

Á JMS message queues 

Á Microsoft SQL Server 

Á Oracle Database 

Á Oracle MySQL 

Á Oracle TimesTen 

Á Sybase ASE 

Á Tandem 

Á Teradata 

Á Amazon S3 

Á Big Data 

Á ALO Framework 

Á Apache Flume 

Á Apache Hadoop 

Á Apache HBase 

Á Apache Hive 

Á Apache Kafka 

Á Apache Spark 

Á Apache Storm 

Á AVRO 

Á Base24 (ATM & POS) 

Á HDFS 

Á JSON 

Á MongoDB 

Á Cassandra 

Á EMC Greenplum 

Á HP Enscribe 

Á HP SQL/MP 

Á HP SQL/MX 

Data and Transaction Targets Operating Systems 

Á HPUX IA64 

Á HP NonStop Itanium 

Á IBM AIX 

Á IBM z/OS 

Á IBM iSeries 

Á Linux x86-64 

Á Oracle Solaris Sparc 

Á Oracle Solaris x86-64 

Á Windows x86-64 

Á z/Linux (IBM mainframe) 
 

Á Cloud environments 

Data and Transaction Sources 

Á IBM DB2 (LUW) 

Á IBM DB2 (Z/OS) 

Á IBM DB2 for I (AS/400) 

Á IBM Informix 

Á IBM Netezza 

Á IBM System I 

Á IBM System Z/OS 

Á JMS Message Queue 

Á Microsoft SQL Server 

Á ODBC Databases 

Á Oracle Database 

Á Oracle MySQL 

Á Oracle NoSQL 

Á Oracle TimesTen 

Á Sybase ASE 

Á Tandem 

Á Teradata 

Á Flat Files 

Á XML Files 
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Perimeter Defense 
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Database Networks 

ÁAttempts are being made essentially 7 x 24 x 365 to attack your organizations 

Á If you do not know this then you have insufficient monitoring and most likely 
many of the attempts are success 

ÁA small division of one of America's largest retailers has not been able to 
identify a single 24 hour period in the last 5 years during which there was not 
at least one serious, professional, attempt to access their data 
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ÁPerimeter defense has 
never worked 

ÁDid any castle ever built 
survive all attacks? 

ÁDid the "impenetrable" 
Maginot line protect 
France? 

ÁDid every major break-in 
in you have ever heard of 
only succeed because the 
target didn't have a 
firewall? Or Identity 
Management? 

Perimeter Defense (1:3) 
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ÁMany organizations think they are protected because they have a firewall 

ÁThe following example is real and came from a customer security audit 

ÁThe firewall's configuration, discovered during an audit, allowed direct access 
from the internet (UNTRUST) to the database servers (BUSINESS-DATA) 

ÁThe organization's employees did not understand the rules they wrote 

Perimeter Defense (2:3) 

ICMP Allowed from outside to Business - Data Zone  

  

set security policies from - zone UNTRUST to - zone Business - Data  policy BD - Ping match source - address any  

 

set security policies from - zone UNTRUST to - zone Business - Data  policy BD - Ping match destination - address any  

 

set security policies from - zone UNTRUST to - zone Business - Data  policy BD - Ping match application junos - ping  

 

set security policies from - zone UNTRUST to - zone Business - Data  policy BD - Ping then permit  

 

set security policies from - zone UNTRUST to - zone Business - Data  policy BD - Ping then log session - close  
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ÁA firewall should give you no sense of comfort 

ÁHere is another firewall rule set-up discovered during a security audit 

ÁThis example cancels the stateful feature of the firewall and make it just like a 
switch or router with security rules (ACLs) 

ÁAll traffic is allowed both from/to the outside interface with security level 0 

Perimeter Defense (3:3) 

dc - fwsm- app configurations  

 

1094 access - list INBOUND - CAMPUS extended permit ip  any any  

3735 access - group INBOUND - CAMPUS in interface OUTSIDE  

1096 access - list OUTBOUND - CAMPUS extended permit ip  any any  

3736 access - group OUTBOUND- CAMPUS out interface OUTSIDE  

 

dc - fwsm- db configurations  

 

access - list INBOUND - CAMPUS extended permit ip  any any   

access - group INBOUND - CAMPUS in interface OUTSIDE  

  

access - list OUTBOUND - CAMPUS extended permit ip  any any   

access - group OUTBOUND- CAMPUS out interface OUTSIDE  
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Database Networks 

ÁEvery Oracle Database deployment requires multiple network connections 
 
 
 
 
 
 
 
 

ÁEvery one of these networks provides access to critical infrastructure 

ÁNo conversation on networking is complete without considering firewalls, DNS 
and NTP servers, load balancers, and a large variety of mobile and Internet of 
Things devices 

Name Protocol Utilization 

Management TCP/IP System Admin connection to the server's light's-out management card 

Public TCP/IP Access for applications, DBAs, exports, imports, backups: No keep-alive if RAC 

SAN Storage Fibre Channel Server connection to a Storage Area Network (SAN) 

NAS Storage TCP/IP or IB Connection to an NFS or DNFS mounted storage array 

RAC Cache Fusion interconnect UDP or IB Jumbo Frames, no keep-alive, with custom configured read and write caching 

Replication TCP/IP Data Guard and GoldenGate 

Backup and Import/Export TCP/IP RMAN, DataPump, CommVault, Data Domain, ZFS, ZDLRA 
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Example Minimum Environment 

WebLogic App Server 

Matrix OLTP RAC Database 

Global Metadata Database 

Tier 1 Storage 

Tier 2 

Storage 

F5 Load Balancer 

Audit Vault 

OBIEE + WebLogic 

OEM Repository 

DNS 

NTP 

SSO 

Public TCP/IP Switch 

10gEth TCP/IP 

Fibre Channel & SAN Switch 

Cache Fusion Interconnect 

WebLogic App Server 

Database Firewall 

Transparent Data Encryption (TDE) 

 - tablespace encryption 

 - securefile encryption 

 - table encryption 

 - column encryption 

SQLNet Encryption 

Encrypted Backup 
Encrypted traffic to DR 

Key Vault 

Database Vault 

Encryption (dbms_crypto) 

Hashing (standard_hash) 

Virtual Private Database 

Data Masking & Subsetting 

Data Redaction to Pre-Prod 
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Security Support Resources 
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STIG (1:3) 

http://iase.disa.mil/stigs/Pages/index.aspx  


